
CloudMD365 Cost and Limitations

Capability Description of Capability Types of Costs or 
Fees to be paid by a 
provider for the 
capability

Ability Types of Cost or Fees Limitations (Contractual / Business Practices) Limitations (Technical / Practical)
Additional types of costs or fees that a user may be 
required to pay to purchase, license, implement, 
maintain, upgrade, use, or otherwise enable and 
support the use of:

Limitations of a contractual nature (including developer 
policies and other business practices) that a user may 
encounter:

Limitations of a technical, technological or practical nature that a user may encounter that 
could:

The capability Any data generated in 
the course of using the 
capability

In the implementation or 
use of the capability

In connection with the data 
generated in the course of using 
the capability

Prevent or impair the successful 
implementation, configuration, customization, 
maintenance, support, or use of the capability

Prevent or limit the use, exchange, or 
portability of any data generated in the 
course of using the capability

Clinical

170.315(a)(1) Computerized 
provider order entry (CPOE) - 
Medications

Enables users to electronically record, change and access 
Medication orders

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None

Users connect to 
Rcopia, a third-party 
API, via CloudMD365.

Users do not need to 
sign a contract with 
RCopia

Users need to access rCopia in 
order to create and change a 
record None None

170.315(a)(2) Computerized 
provider order entry (CPOE) - 
Laboratory

Enables users to electronically record, change and access 
Laboratory orders

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None None None None None

170.315(a)(3) Computerized 
provider order entry (CPOE) - 
Diagnostic Imaging 

Enables users to electronically record, change, and access 
Radiology/imaging orders

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None None None None None

170.315(a)(4) Drug-to-drug, 
drug-to-allergy interaction 
checks

Before a medication order is completed and acted upon 
during computerized provider order entry (CPOE), the 
system automatically and electronically indicates to a user 
drug-drug and drug-allergy contraindications based on a 
patient’s medication list, immunization list, and medication 
allergy list. 

The system enables administrators to adjust the severity 
level of interventions provided for drug-drug interaction 
checks and to provide a limited set of users the ability to 
adjust severity levels. Audit reports are available to monitor 
interactions that occur during the ordering process.

Licensing, training, 
implementation, and 
monthly support costs 
per provider None None None None None None

170.315(a)(5) Demographics

Enables a user to electronically record, change, and access 
patient demographic data, including preferred language, sex, 
race, ethnicity, sexual orientation, gender identity, and date 
of birth.

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None None None None None

170.315(a)(6) Problem List
Enables a user to record, change, and access a patient’s 
active problem list over multiple encounters.

Licensing, training, 
implementation, and 
monthly support costs 
per provider None None

Users connect to 
Rcopia, a third-party 
API, via CloudMD365.

Users do not need to 
sign a contract with 
RCopia

Users need to access rCopia in 
order to create and change a 
record. None None

170.315(a)(7) Medication List

Enables a user to electronically record, change, and access 
a patient’s active medication list as well as medication history 
over multiple encounters.

Licensing, training, 
implementation, and 
monthly support costs 
per provider None None

Users connect to 
Rcopia, a third-party 
API, via CloudMD365.

Users do not need to 
sign a contract with 
RCopia

Users need to access rCopia in 
order to create and change a 
record. None None

170.315(a)(8) Medical Allergy 
List

Enables a user to electronically record, change, and access 
a patient’s active medication-allergy list as well as 
medication-allergy history over multiple encounters.

Licensing, training, 
implementation, and 
monthly support costs 
per provider None None

Users connect to 
Rcopia, a third-party 
API, via CloudMD365.

Users do not need to 
sign a contract with 
RCopia

Users need to access rCopia in 
order to create and change a 
record. None None

170.315(a)(9) Clinical Decisions 
Support

Through support of content programs, users can leverage 
real-time, patient-specific, actionable alerts and notifications.

Licensing, training, 
implementation, and 
monthly support costs 
per provider None None None None None None

170.315(a)(11) Smoking Status
Enables a user to electronically record, change, and access 
the smoking status of a patient using SNOMED standards.

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None None None None None

Privacy and Security

170.315(d)(1) Authentication, 
access control, authorization

This functionality verifies against a username that a user 
seeking access to electronic health information is the one 
claimed and establishes the type of access to electronic 
health information a user is permitted based upon security

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None

Specific roles and 
assignments were 
assigned to users 
granting them limited 
access to the application 
depending on their role. None None None
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170.315(d)(2) Auditable events 
and tamper-resistance

This functionality logs and audits user activity while 
accessing the system and provides a way to assure the audit 
log has not been altered.

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None

Users do not have the 
ability to disable logging 
of auditable events. None None None

170.315(d)(3) Audit report(s)
Enables a user to create an audit report for a specific time 
period and to sort entries in the audit log

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None

Users do not have the 
ability to disable logging 
of auditable events. None None None

170.315(d)(4) Amendments
Functionality that permits a patient to submit an amendment 
to their electronic health record

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None None None None None

170.315(d)(5) Automatic access 
time-outs

Functionality that automatically stops user's access to health 
information after a predetermined time frame of inactivity.

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None

All CloudMD365 users 
are subject to a default 
access time-out. None None None

170.315(d)(6) Emergency 
access

This functionality permits a pre-determined set of users to 
access electronic health information during an emergency.

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None

Authorized users must 
have their user privileges 
configured to be granted 
temporary None None None

170.315(d)(7) End-user device 
encryption

EHR Technology is designed not to locally store electronic 
health information on end-user devices

Licensing, training, 
implementation, and 
monthly support costs 
per provider included in 
base agreement. None None

Applications within the 
scope of CloudMD365 
do not utilize end user 
device-based storage. None None None


